[image: image1.png]k< TR e W S S B

;ﬁ; Qa?mm}mmy

- e e





Workshop on NETWORK SECURITY PROTOCOLS - THEORY AND CURRENT STANDARDS 

Speaker  : Radia Perlman, Distinguished Engineer at Sun Microsystems              organized                     
Date           : 6th March 2004 (Sat), 9:00 - 5:30                                                                              by  ACM-HK                                                                          
Venue        :  P309, Hong Kong Polytechnic University, Hunghom, Kowloon                           Sponsored by      
Registration Fee :   HKD 1500                                                                                      Hong Kong Web Society 
                            (40% discount for students, 20 % discount for members of ACM / HKIE / HKISA /HKITF/IEEE,ISFS,hkws) 
Details available at :  http://www.comp.polyu.edu.hk/~acm-hk/activity/sc/
Who should attend: Anyone who wants to understand the theory behind network security protocol design, with an overview of the alphabet soup of standards and cryptography. This tutorial is especially useful for anyone who needs to design or implement a network security solution, but it is also useful to anyone who needs to understand existing offerings in order to deploy and manage them. Although the tutorial is technically deep, no background other than intellectual curiosity and a good night's sleep in the recent past is required. 

Overview: First, without worrying about the details of particular standards, we discuss the pieces out of which all these protocols are built. We then cover subtle design issues, such as how secure email interacts with distribution lists, how designs maximize security in the face of export laws, and the kinds of mistakes people generally make when designing protocols. Armed with this conceptual knowledge of the toolkit of tricks, we describe and critique current standards. 

Topics include: 
What problems are we trying to solve? 

· Cryptography 

· Key distribution 

· Trust hierarchies 

· Public key (PKI) vs. secret key solutions

· Handshake issues 

· Diffie-Hellman 

· Man-in-middle defense 

· Perfect forward secrecy 

· Reflection attacks

· PKI standards 

· X.509 

· PKIX

· Real-time protocols 

· SSL/TLS 

· IPsec (including AH, ESP, and IKE)

· Secure email 

· Web security 

· URLs 

· HTTP, HTTPS 

· Cookies

Radia Perlman is a Distinguished Engineer at Sun Microsystems. She is known for her contributions to bridging (spanning tree algorithm) and routing (link state routing), as well as security (sabotage-proof networks). She is the author of Interconnections: Bridges, Routers, Switches, and Internetworking Protocols, and co-author of Network Security: Private Communication in a Public World, two of the top 10 networking reference books, according to Network Magazine. She is one of the 25 people whose work has most influenced the networking industry, according to Data Communications Magazine. She holds about 50 issued patents, an S.B. and S.M in mathematics and a Ph.D. in computer science from MIT and an honorary doctorate from KTH, the Royal Institute of Technology in Sweden. 

Registration Web Site :  http://158.132.11.248/course     or   http://158.132.11.89:6000/course 
Email Contact :  csronnie@comp.polyu.edu.hk     96305750       Register now !   ** limited seats available ** 
Supporting Organizations :  HKIE / HKISA / HKITF /HKWS/ISFS
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